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Executive 
summary

Artificial intelligence (AI) is driving the most 
transformational industrial revolution of modern 
history. Insurance has a pivotal role to play, 
as it has in every previous cycle, by unlocking 
investment capital, embedding risk management 
and protecting asset values across the critical 
infrastructure that underpins AI: data centres. 

Existing research has largely focused either on the overall size of the insurance opportunity 
or on individual lines of business in isolation. Investors, developers, owners, operators and 
customers instead need a holistic understanding of the evolving data centre risk landscape 
and the insurance solutions available to address it.

This report bridges that gap by answering three questions:
1.  What are the most important insurable risks facing data centres?
2.  What challenges do these risks present for the insurance market?
3.  Where are the greatest opportunities for risk transfer?

Drawing on Howden’s proprietary analysis of the world's leading data centre database alongside 
an extensive review of publicly available information, the report provides a unique, data-driven 
assessment of one of the world's fastest-growing commercial risk classes.

Insurance is becoming a strategic enabler of data centre investment. Beyond protecting 
physical assets and operational performance, structured credit insurance and related solutions 
are increasingly supporting project finance by enabling banks, institutional investors and 
infrastructure funds to deploy more capital while reducing retained credit risk.

Data centre risk is heterogeneous, interconnected and centred on downtime. Risk varies 
significantly according to location, size, age, design, power infrastructure, customer profile  
and operating model. Unlike many commercial assets, a single event can generate losses across 
multiple life cycle stages, affect numerous stakeholders and trigger simultaneous property,  
liability, cyber and business interruption claims. Furthermore, exposure to business interruption  
is far higher than with most buildings because data centres generate high revenue by running  
high-density computing continuously. 

The most important implication and action area for decision-makers at risk-owners and carriers 
is this: the differentiated risk profile of data centres demands a highly specialised approach to 
insurance. This means combining pre-emptive risk management that delivers significant, 
ongoing risk reduction and operational savings with integrated, cross-peril insurance 
solutions that efficiently transfer the residual risks that can't be mitigated.

Six risk segments define the insurance landscape:

1. Construction 
Unprecedented growth is creating major 
construction and delay risks. Between 2020  
and 2025, around 58% of all data centre capacity 
built since 1990 was delivered, compressing 
more than half of the modern data centre 
industry's construction history into just six years.

2. Natural catastrophe 
Data centres are exposed to a broad  
range of weather and nature-based risks.  
At the same time, natural catastrophe exposures  
are highly concentrated geographically, 
which underlines the need for portfolio 
diversification. Howden analysis finds that 32% 
of US operating data centre square footage 
has been affected by severe tornado or hail 
events over the past decade, with just 20 
locations accounting for approximately 80% 
of affected floor space.

3. Power supply 
Constrained electricity grids and the rapid 
deployment of behind-the-meter (BTM) 
generation are creating new physical damage 
and business interruption exposures. By 2030, 
US hyperscale data centres are expected to 
operate around 10GW of BTM generation, 
representing roughly one-quarter of 
hyperscaler power demand.

4. Outage 
Low-frequency but high-severity failures  
have the potential to create significant 
operational and financial losses despite 
extensive redundancy. Power failures account 
for 45% of major outages (primarily UPS failures), 
followed by cooling (14%), networking (11%)  
and IT systems (9%). Only a small proportion 
result from insured physical damage, 
highlighting a substantial protection gap.

5. Cyber and geopolitical conflict 
Cyber attacks and physical threats are 
increasing alongside geopolitical instability. 
Retail colocation facilities account for 72% 
of multi-tenant data centres and 63% of 
interconnected facilities, increasing both attack 
surface and the potential for lateral movement. 
Meanwhile, data centre capacity located 
within 10-15km of global conflict zones during 
2025 alone equalled around 60% of that 
accumulated during 2020-24 and was four 
times the total for 2015-19.

6. Liability 
Legal exposures are expanding through 
customer claims, environmental impacts 
and growing public scrutiny of data centre 
development. Although relatively few cases have 
resulted in insured liability losses, the number 
of major lawsuits and arbitrations involving 
data centres has more than tripled since 2021, 
coinciding with the acceleration of AI investment.
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For buyers, these six segments provide a practical framework for risk management and 
insurance purchasing. Each is examined using a consistent framework covering risk drivers, 
insurance challenges, insurance opportunities, the most exposed data centre types and 
available risk transfer solutions.

Figure 1: Data centre insurance dashboard: where risk is greatest and which insurance 
solutions matter most  
(Source: Howden)

The insurance opportunity will shift as the market matures. Construction and natural 
catastrophe dominate today's agenda because of the scale of current development.  
Over time, however, operational risks are likely to become increasingly important.  
The greatest long-term opportunities are expected to lie in power  supply – combining  
entirely new insurable assets with insurers’ deep expertise in the energy  sector – and 
outage, where one of the industry’s largest protection gaps creates significant  
scope for product innovation.

For insurers, the conclusion is clear. Data centres represent one of the largest and most 
complex risk management challenges of the coming decade, and achieving ambitious 
premium growth will require a broader value proposition than traditional property insurance 
alone. The greatest opportunity to close protection gaps lies in developing integrated risk 
management and transfer solutions throughout the asset life cycle. Together, these six segments 
represent an opportunity of US$5 billion or ~60% of annual operational premiums by 2030 in the 
US alone.  

At Howden, we’re investing heavily in data centre advisory expertise, partnerships  
and placement capability. We use original, data-driven analysis to spark conversations  
that enable clients to optimise their risk management and insurance purchasing strategies. 
This report is intended to do exactly that by identifying the most effective risk transfer 
solutions for one of the world’s most strategically important infrastructure  sectors – today 
and over the long term.

Risk segment Highest-risk data 
centre types

Key insurance 
solutions

Construction •	 New hyperscale developments
•	 Major campus expansions

•	 Construction all risks
•	 Delay in start-up (DSU)
•	 Concurrent construction 

and operational

Natural catastrophe Facilities in flood, wildfire, hurricane, 
earthquake or severe storm zones

•	 Property
•	 Reinsurance
•	 Insurance-linked securities

Power supply AI campuses using behind-the-meter 
generation or operating in constrained 
electricity markets

•	 Machinery breakdown
•	 Property
•	 Damage business interruption

Outage Facilities with limited redundancy or 
stringent uptime commitments

•	 SLA parametric
•	 Non-damage BI 

(where available)
•	 Tech errors and omissions (E&O)

Cyber and geopolitical 
conflict

•	 Retail colocation, 
highly interconnected facilities

•	 Politically exposed sites

•	 Cyber
•	 Political violence and terrorism
•	 Tech E&O

Liability Large campuses at risk of 
environmental, community or customer 
litigation

•	 Environmental liability
•	 Excess / umbrella liability
•	 General liability
•	 Tech E&O

Achieving ambitious 
premium growth will 
require a broader value 
proposition than traditional 
property insurance.

Key findings
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The data centre 
supercycle

AI is the defining 
technological and economic 
force of the modern era, 
fundamentally reshaping how 
businesses operate  
and economies grow.

Previous technological revolutions – from steam power  
and electrification to mass transportation and digitalisation – 
improved productivity, transformed societies and created  
entirely new forms of economic value. While periods of such 
profound change have often brought disruption by reshaping 
labour markets and business models, history shows that each  
wave of innovation ultimately expanded prosperity and unlocked 
new growth opportunities.

What distinguishes the current AI revolution is not only its scale, but its speed.  
Each successive innovation cycle since the industrial revolution has unfolded more  
rapidly than the last, compressing decades of transformation into years. The AI era  
is expected to progress at a faster pace than previous industrial and digital revolutions, 
accelerating demand for digital capacity, energy and infrastructure on an exceptional scale.

Figure 2: Cycles of innovation since the First Industrial Revolution (technological cycles)  
(Source: Howden)

The most visible manifestation of this transformation is the rapid expansion of data  
centre infrastructure, creating substantial investment opportunities and new classes  
of risk for the (re)insurance market. Despite an impressive expansion in underwriting  
capacity, the scale of exposure associated with the largest AI-focused data centres  
means (re)insurers can economically cover only a portion of total insured property  
values at any single location.

As a result, this data centre supercycle is emerging as one of the most significant  
and complex insurance challenges of the next decade. In an otherwise softening  
global property and casualty (P&C) market, it also offers considerable premium 
growth opportunities.

  Industrial revolution

First cycle

1785-1845

Iron
Textiles 
Water power

60 years

Second cycle

1845-1900

Rail
Steam power 
Steel

55 years

Third cycle

1900-50

Chemicals
Electricity 
ICE

50 years

Fourth cycle

1950-90

Aviation
Electronics 
Petrochemicals

40 years

Fifth cycle

1990-2020

Computing
Digital networks 
Software

30 years

Sixth cycle

AI
Clean energy 
Robotics

~20 years
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The data centre supercycle

AI-driven infrastructure buildout

AI is at the centre of this expansion, with projections indicating  
that AI workloads could represent 50% of data centre demand  
by 2030. As AI adoption accelerates globally, exponential growth 
in compute demand is driving a wave of investment in data centre 
construction, power generation and network capacity.

Global data centre capacity is projected to increase by around 100GW between 2025  
and 2030, effectively doubling in size over the next five years (see Figure 3). This expansion  
is expected to generate approximately $1.2 trillion in real estate value. 

Figure 3: Global data centre capacity and share of AI workloads – 2020-30F 
(Source: Howden analysis based on data from JLL, McKinsey and Goldman Sachs)

Mega campuses – power-intensive developments often located in more remote areas –  
can reach total insurable values of $20-50 billion per site. This concentration of value  
is the central driver of the accumulation and capacity challenges confronting the (re)insurance 
industry. Smaller-scale projects, typically built close to metropolitan centres, are also 
expanding rapidly and can generally be absorbed within existing insurance market capacity.

The capital funding the data centre buildout is similarly concentrated. ‘Hyperscalers’  
are currently the largest investors, with 2025 capital expenditure budgets for the top five 
collectively approaching $450 billion, much of which (an estimated ~75%) was directed 
towards AI infrastructure development. While year-on-year growth rates are expected  
to moderate over the next couple of years, the absolute increase off an already large base 
remains substantial, with spend forecast to reach close to $1 trillion by 2027 (see Figure 4).

Figure 4: Historical and projected capital expenditure  
of top five hyperscalers* – 2020-28F 
(Source: Howden analysis based on company data and S&P forecasts) 

* Alphabet, Amazon, Meta, Microsoft and Oracle
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A driver of economic growth

Figure 5 shows the extent to which AI-related investment has 
powered US economic growth. In recent quarters, investment in  
information processing equipment and software has accounted  
for a large share of headline GDP growth, 1.3 percentage points  
of the 2% headline growth in 1Q26 for example, reflecting the  
scale of the ongoing technology and infrastructure buildout.

Figure 5: AI’s contribution to US GDP growth – 1Q23 to 2Q26 
(Source: Howden analysis based on data from the BEA)

AI deployment is also generating second-order investment demand across power systems, 
cooling infrastructure and energy networks. As a result, data centre investment is no longer  
a response to economic growth; it is increasingly becoming a driver of growth in its own right.

Capital flows

While investor appetite remains strong, access to capital  
is becoming a key competitive differentiator. The front-loaded 
nature of data centre investment is reconfiguring capital flows 
across the sector, with substantial near-term funding requirements 
preceding realised revenues. Operators with strong balance sheets, 
supported by effective risk transfer and insurance protection,  
are better positioned to commit capital earlier, secure access  
to power infrastructure and accelerate development programmes.

The US will maintain its position as the largest data centre region throughout this  
decade, representing close to half of global capacity. Asia Pacific is projected to see  
capacity nearly double, while established hubs like London, Frankfurt and Paris will drive 
growth in Europe. Multiple forecasters converge on a figure of up to $3 trillion in total  
global investment required to fund this development by 2030, including around $870  
billion in new debt financing. 

The principal constraints on this buildout are no longer capital availability or investor  
appetite, but power availability, grid access, supply chain bottlenecks and rising costs.  
Critical equipment – including transformers, switchgear and liquid cooling systems –  
faces extended lead times, while export controls and tariffs on advanced semiconductors  
are reshaping which markets can access leading-edge hardware, adding execution  
risk and cost pressure across the development pipeline.

The data centre supercycle

* ex-AI = excluding information processing equipment and software
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Buildout challenges

Energy consumption

The power intensity associated with large-scale, AI-focused 
campuses is significantly greater than that of earlier generations 
of data centres. Operators are now grappling with power densities 
that have increased from approximately 5-10kW per rack in 
traditional environments to around 130kW per rack in today’s 
densest AI deployments, with hardware roadmaps pointing towards 
as much as 1,000kW (1MW) per rack by 2027-28.

This, combined with the rapid expansion of data centre construction, has led to  
a sharp rise in electricity consumption. In the US, data centre electricity demand  
is projected to rise from ~200 terawatt hours in 2022 (approximately 4-5% of total  
generation) to as much as 970 TWh by 2030 (19%) on higher-demand projections,  
representing a more than fourfold increase over the period (see Figure 6).

Figure 6: Projected US data centre electricity demand – 2022-30F 
(Source: Howden analysis based on data from S&P)

The data centre supercycle

These escalating energy requirements are rapidly emerging as one of the principal constraints 
on future data centre development. Expanding generation and grid infrastructure requires 
significant time and capital investment, with lead times for new US power generation capacity 
often ranging from 24 to 60 months.

Meeting this demand is pushing operators beyond the grid to secure dedicated, reliable power. 
Natural gas will remain a key focus, particularly in the US, while renewables will also rise in 
importance, particularly in Europe. This will stimulate new demand for wind, solar and storage, 
though their intermittency remains a shortcoming given the 24/7 energy requirements of data 
centres. Nuclear, particularly small modular reactors, is a low-carbon alternative, but safety 
and regulatory barriers limit near-term deployment. Reliance on backup generation is also 
rising, driven by higher fuel costs and supply disruption risk.

Rising costs

Core data centre construction costs are driven by mechanical  
and electrical systems, including cooling infrastructure  
(typically accounting for 15-35% of total non-power costs),  
the building shell and structural components (10-20%)  
and design, project management and contractor fees (8-15%). 

The shift towards AI infrastructure is also changing the physical characteristics of data centres. 
Facilities are becoming larger, denser and more technologically complex than earlier generations 
of data centres, increasing both construction costs and overall capital requirements.

These dynamics are contributing to sustained cost inflation despite a broader stabilisation  
in construction costs across the industrial sector (see Figure 7). US data centre construction 
costs increased by approximately 5% in 2025 and are expected to accelerate over the next  
two years. Much of the increase reflects the shift towards AI-focused facilities. Unlike traditional 
data centres, many new AI deployments require liquid cooling systems to manage significantly 
higher rack densities, adding approximately 7-10% to overall construction costs compared  
to conventional air-cooled designs. 

Figure 7: US data centre construction cost index vs new industrial buildings – 2022-25  
(Source: Howden analysis based on data from Turner & Townsend  
and the Federal Reserve Bank of St. Louis)

Cost pressures are also being amplified by shortages of specialist labour, particularly technical 
electricians and engineers, alongside extended lead times for critical equipment such as 
transformers, switchgear and cooling systems. These constraints are increasing project 
costs, extending delivery schedules and creating additional execution risk for developers.

* �US data centre average across Silicon Valley, New Jersey, Chicago, Northern Virginia, Portland, 
Atlanta, Phoenix, Columbus and Dallas.
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Returns, financing and insurance

Traditional data centre investments, which support  
workloads far less demanding than AI model training and  
inference, have historically generated internal rates of return  
(IRRs) in the low-to-mid teens. Mature colocation operators  
have also delivered attractive EBITDA margins, depending  
on utilisation levels and business model.
AI-oriented data centres have the potential to generate substantially higher development 
returns, with projected internal rates of return (IRRs) of up to 30%. Achieving these returns 
requires significantly greater upfront investment; capital requirements can be five to seven 
times higher than those of traditional facilities due to higher power densities, specialised 
cooling systems and accelerated hardware deployment cycles. These higher returns come 
with execution and market risk, reflecting larger upfront capital commitments, evolving 
technology requirements and dependence on continued growth in AI demand.

The combination of attractive returns and substantial capital requirements has driven 
hyperscalers and developers to rely heavily on external financing in recent years (see Figure 
8). Debt has historically been the preferred source of funding, supported by its relatively low 
cost and deep capital markets. With third-party debt typically available at financing costs well 
below project-level returns, leverage remains a powerful tool for enhancing equity returns.

The rapid acceleration in AI-related capital expenditure has also driven increased use  
of equity financing this year, particularly among hyperscalers seeking to diversify funding 
sources and preserve balance sheet flexibility. Even so, debt is expected to remain the largest 
component of the sector’s capital structure.  

Figure 8: Hyperscalers capital raising mix of debt and equity – 2020-26 YTD 
(Source: Howden analysis based on data from S&P Cap IQ)

The reliance on external capital – debt financing in particular – is driving increased demand  
for insurance. Lenders typically require comprehensive cover (including both broad coverage 
and substantial limits) as a condition of funding, which connects the lender as the beneficiary 
of cover to the buyer (usually the owner, developer or operator) and improves the risk profile: 
effective risk transfer improves the predictability of project cash flows, protects collateral 
values and provides confidence in the financial resilience of counter parties. 

In addition, credit insurance is becoming an increasingly important enabler of data centre 
investment because it allows banks, institutional investors and infrastructure funds to provide 
more capital while reducing the amount of credit risk they retain, which is crucial given the 
scale of AI investment. 

All told, insurance is increasingly serving not only as a risk transfer mechanism,  
but also as a facilitator of capital formation and infrastructure investment. By supporting 
access to financing, protecting asset values and helping to preserve project economics, 
insurance underpins the confidence required to deploy capital at scale and demands  
a deeper understanding of the shifting data centre risk landscape. 

The data centre supercycle

Insurance is increasingly serving 
not only as a risk transfer 
mechanism, but also as a 
facilitator of capital formation 
and infrastructure investment.

* �Hyperscalers are Alphabet, Amazon, Meta, Microsoft and Oracle. Approximately $30 billion of the equity  
raised in 2026 is for Alphabet employee equity-award tax obligations, not directly for new AI spend.
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Mapping the 
data centre 
risk landscape

The risks and opportunities 
associated with data centres 
are considerable for the risk 
transfer sector. 

The size of hyperscale projects is straining what (re)insurers’ balance sheets can absorb. 
Individual sites now carry insured values that concentrate exposure to a degree the market 
hasn’t faced before, increasing the need for accumulation management. Meeting the limits 
that hyperscalers require will increasingly depend on drawing in new capital from beyond  
the traditional insurance balance sheet – the scale of which will become an opportunity, 
attracting alternative and capital markets sources seeking access to a major new asset class.

The challenge is not only one of limits; these exposures are deeply interconnected.  
Campuses are built in phases, which means fully operational, revenue-generating facilities 
frequently sit alongside active construction within the same site – overlapping construction, 
operational and business interruption risks in ways that are difficult to model and price.  
In addition, single events can generate multiple types of insured and unprotected losses. 

While these risks are formidable, they’re not unmanageable. For carriers and brokers,  
the data centre buildout represents the biggest growth opportunity in a generation.  
As thousands of new facilities come online, they will generate significant new demand  
and premium across multiple lines. 

Capturing it will take more than capacity. Real value also lies in brokers and carriers advising 
developers and operators on risk preparedness and mitigation from the earliest stages, 
shaping how facilities are designed, operated, maintained and protected across multiple 
stakeholders, life cycle stages and perils. This approach delivers broad benefits (see Figure 9).

Figure 9: How risk advisory services provide strategic value   
(Source: Howden) 

Across the life cycle, a development requires multiple  
distinct insurance products, spanning credit and surety, 
construction, property, marine, liability, cyber and business 
interruption, among others. Few areas touch so many lines  
of the (re)insurance market at once, and none do so on this  
scale (in the case of AI campuses).

Taken together, risk advisory services have the potential to generate large risk and  
operational savings and pay for themselves many times over. For example, half of data  
centres reported an impactful outage over the past three years with each incident costing  
an estimated ~$0.5-1 million in total. This implies a global cost of ~$2 billion per year  
lost to outages alone, many of which are preventable with better management, processes  
and configuration. 

The section that follows sets out a framework for pinpointing where the opportunities lie – 
mapping six key risk segments across the life cycle and examining where existing products 
serve the market well; where coverage gaps remain; and where product innovation and new 
capital can close them.

Value driver Examples

Reduce losses Better engineering, maintenance and resilience reduce the frequency  
and severity of claims

Lower financing costs Robust risk assessments and insurance programmes increase lender 
confidence and improve project bankability

Optimise insurance spend Programme design, captives and alternative risk transfer reduce  
the total cost of risk

Improve operational efficiency Power, network and cyber advisory enhance uptime, helping operators  
meet service level agreements (SLAs) and retain customers

Enable long-term growth Guidance on emerging technologies, climate resilience and regulatory  
change supports sustainable expansion
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1.
Mapping the data centre risk landscape

	 Construction 

Risk profile
Construction insurers are confronting three themes that set the data centre buildout apart: 
volume, concentration and concurrency.

Volume speaks for itself: 153 million square feet of data centre space was built in 2025, 
approximately four times the 37 million completed a decade earlier (as shown by Figure 10). 
Equally telling, the period of 2020-25 accounts for roughly 58% of all capacity built since 1990 
– more than half of the modern data centre sector’s entire construction history compressed 
into the last six years.

Figure 10: Gross data centre building space and average size by year built – 2016-25 
(Source: Howden analysis of 451 Research by S&P Global)

Concentration is changing how this volume is being underwritten. The exposures held within  
a single hyperscale development are now often so large that insuring to full total insured value 
(TIV) is no longer economic, pushing underwriters to price against maximum probable  
or maximum foreseeable loss (MPL / MFL).

Concurrency is the third differentiating feature. Construction and operations are no  
longer sequential but simultaneous phases in the same location, with fully operational,  
revenue-generating facilities often sitting alongside active construction. Figure 11 illustrates  
this trend by comparing planned construction against the operational facilities already  
live on the same sites over the next five years. In aggregate, some nine million square feet  
of new space will be added to existing operational sites – equivalent to 125% of the operational 
footprint. The takeaway is that the expansion underway at these sites will be larger than  
the pre-existing build.

153m

square feet of data centre  
space was built in 2025.

4x
Approximately four times the 37 
million completed a decade earlier.

58%
The period of 2020-25 accounts 
for roughly 58% of all capacity built 
since 1990.
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Mapping the data centre risk landscape

Against this backdrop, the primary insured peril during the construction phase is physical loss 
or damage, compounded by DSU risk – also referred to as advanced loss of profits (ALOP) – 
where a physical loss event pushes back the date a facility can begin generating revenue. 

It's important to note that DSU cover responds only to delays caused by an underlying  
insured physical loss event. Pure schedule slippage caused by labour shortages,  
equipment lead times or contractor under performance falls outside the DSU trigger  
and represents a separate, largely uninsured exposure. Physical loss and DSU risk  
are addressed primarily through construction all risks (CAR) and  DSU / ALOP policies,  
typically complemented by contractors’ liability and professional indemnity cover  
for design and engineering errors.

Figure 11: Data centre building space expansion to existing sites from 2Q26 to 2Q31 
(Source: Howden analysis of 451 Research by S&P Global)

* �Quarters represent when expanded capacity will come online.

Market challenges and solutions 
This risk profile brings unique underwriting challenges, and two pressure points dominate. 
The first is magnitude: a single hyperscale site can concentrate insured values beyond what 
many markets can typically absorb, making capacity a significant constraint. The second is 
the transition from under-construction to live: build and operations coincide, and the boundary 
between the CAR policy and the operational property programme can become blurred. It’s at 
this point where exposure is highest and a coverage gap or overlap is most likely to surface.

Howden advisory

Howden has partnered with Foresight to de-risk hyperscale data 
centre construction projects. It uses AI to analyse Primavera P6  
and other schedule data to identify hidden risks, forecast delays 
and recommend interventions before milestones are missed.

Each challenge brings opportunity for the market, with the prospect of attracting new  
capital and unlocking significant new premium even in a broadly softening rate environment. 
Capacity will need to scale to meet demand, but the sharper differentiator is structural:  
offering coverage that integrates construction and operational phases within a single  
programme will be key to addressing the transition risk. Taken together, these represent  
one of the clearest growth opportunities in the P&C market today.

Insuring the data centre supercycle� 2322� Howden



Furthermore, just 20 locations out of 155 account for around 80% of all building space  
impacted by tornadoes and hail, with the large majority seeing significantly less (see Figure 13). 
Notably, these 20 locations hold only 52% of US data centre square footage, so their 80% 
share of areas impacted by tornado and hail reflects elevated risk in these locations more 
than their size.

2.
Mapping the data centre risk landscape

	 Natural catastrophes 

Risk profile
Alongside the scale of what is being built, location also drives natural catastrophe risk. 
Hyperscale campuses require large, cost-effective plots with access to power and fibre,  
criteria that steer development towards inland regions, many of which are exposed  
to extreme weather, including flooding, extreme heat, severe storms, lightning and wildfires. 
The issue is compounded by the clustering of data centres in the current phase of construction, 
which is occurring in natural catastrophe-exposed states such as Texas.

Importantly, extreme weather is yet another example of how data centres operate within  
a highly interconnected risk landscape. A broad range of weather events can cause losses 
directly to data centres, but they can also compromise the water and energy resources that 
data centres don’t own but heavily rely on (e.g. heatwaves are increasingly straining power 
grids). In addition, as massive consumers of power and water, data centres can exacerbate  
the impact of extreme weather and even harm the natural environment under normal  
conditions (e.g. in areas already under water stress).

Howden advisory

Howden takes an integrated approach to assessing weather  
and nature risk, identifying, analysing and quantifying exposures 
across a client’s assets and their broader environmental and social 
footprint.1 Our analysis considers the evolving risk landscape,  
including litigation trends, development constraints and community 
opposition, to provide a comprehensive view of potential  
project vulnerabilities.

More positively, increasing evidence suggests that the overlap of extreme weather  
zones and data centre footprints is highly concentrated geographically, which increases  
insurability through portfolio diversification and syndicating peak risks across the market. 
Overlaying US data centre locations against tornado and hail incidents,2 Howden analysis  
finds that 68% of currently operating square footage has'nt been impacted, with 32%  
affected3 (Figure 12). Even factoring in the facilities expected to come online by 2030,  
the share impacted rises only to 33%.

Figure 12: US data centre footprint (in million square feet) impacted  
by tornado and hail – 2026 operating footprint versus projected 2030 

(Source: Howden analysis of NOAA data and 451 Research by S&P Global)

2026 operational Construction on land 
with zero events

Construction square  
footage x frequency  

of events

2030 view

  Not impacted           Tornado / hail impacted

48

17

13 42%

32%

33%61

121
104

1 �www.howdengroup.com/uk-en/sector/data-centres-insurance 
2 �EF1 and above for tornadoes and 2.5cm for hail.
3 �The figures account for multiple hits to the same sites during the timeframe of  January 2016 to February 2026.
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Mapping the data centre risk landscape

Figure 13: Share of US data centre building space impacted  
by tornadoes and hail events by number of locations 

(Source: NOAA data and 451 Research by S&P Global)

Market challenges and solutions
The overriding message for buyers and the market is constructive: exposure to extreme 
weather appears more geographically concentrated than the consensus view suggests.  
The concentration of value at individual sites nevertheless creates aggregation risk  
and demand for very high limits, given the full construction cost of a single site can reach  
$20 billion (up to double once all the technology is installed).

This demand is both an opportunity and a challenge. Natural catastrophe risk is well understood 
and, unlike some data centre exposures, supported by decades of catastrophe modelling data. 
These are also high-value but high-quality risks, built to a high standard of physical resilience. 
The challenge is that values are now concentrated at single locations and clustered within a 
handful of high-hazard regions, creating exposures beyond what the traditional market can 
absorb efficiently alone.

This is precisely the type of risk the capital markets are structured to take on, with catastrophe 
peak risk being the original asset class for insurance-linked securities (ILS). Meeting increased 
demand will depend on drawing in catastrophe-oriented capital – including ILS, asset 
managers, life insurers and sovereign wealth funds – to complement traditional reinsurance 
and support sustainable growth. However, that capital is most readily unlocked when risk 
can be aggregated into portfolios offering sufficiently large premium volumes and the risk 
diversification that investors need to meet return thresholds. This will require further growth 
and maturation of the data centre segment.

Top 20 locations = 80% of  
impacted building space

Locations 21 to 100 = 20% of 
impacted building space
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Mapping the data centre risk landscape

	 Power supply  

Risk profile
Power is the single greatest constraint on the data centre buildout, and the way it’s being 
secured is changing the risk that (re)insurers are underwriting.

Today, the sector runs almost entirely on the grid. An estimated 95% of data centre power  
is drawn from the grid, with only a small fraction generated BTM: gas (1-3%), on-site solar (under 
1%) and fuel cells or other on-site generation (under 1%). But the scale  
of new demand is now putting the grid under pressure (see Figure 14).

Figure 14: Power consumed by data centres by year built – 2016-25 

(Source: Howden analysis of 451 Research by S&P Global)

This is forcing a rapid change in how power is sourced. To secure large, stable supply  
quickly, a growing number of new hyperscale campuses are being designed to draw their  
power from on-site, BTM generation. The existing grid-connected base will take years to 
turn over. Nonetheless, BTM is projected to supply around a quarter of US hyperscale power  
by 2030 (as shown by Figure 15) – much of it owned and operated by US power companies, 
historically big buyers of insurance.

Figure 15: Projected US hyperscale data centre power mix in gigawatts – grid vs BTM 
(Source: Howden analysis of 451 Research by S&P Global and public projections)

BTM generation is likely to accelerate further due to the growth of build-own-operate 
(BOO) last-mile utility networks. By privately financing, building and operating the electrical 
infrastructure connecting data centres to the grid, BOO providers can often deliver power more 
quickly than traditional utility-led approaches. This infrastructure also provides the foundation 
for integrating on-site generation, making BOO an important enabler of BTM adoption.

For (re)insurers, the shift to BTM power represents an opportunity on a scale comparable  
to the data centre investment boom it will increasingly enable. As power moves on-site –  
a dependency that once sat with the grid, and largely outside any policy – is replaced by  
a portfolio of high-value, physical and insurable assets, whether owned by the operator  
or by the power companies running them. The core perils that follow, primarily physical loss  
or damage from fire, explosion, machinery breakdown and electrical fault, are areas where  
the (re)insurance market has proven expertise.

 
Market challenges and solutions 
The new generation of data centres introduces a different set of risks. Property damage 
exposures grow substantially, as on-site generation, storage and distribution add fire, 
explosion, electrical-fault and high replacement-cost risk – with the potential for significant 
business interruption if that power fails. Machinery breakdown moves to the fore,  
with generators that once ran only intermittently now operating continuously, a cycle that 
causes failure in ways occasional-use plant does not. And battery energy storage systems 
(BESS) used to store power bring their own distinctive perils, including thermal runaway,  
toxic smoke and long reinstatement.

Howden advisory 

Howden’s advisory services improve BTM reliability, 
insurability and financial risk. This includes examining areas  
such as utility resilience, redundancy, failover capability  
and operational testing ,as well as to grid constraints. 

Here, though, the market is on familiar ground. Unlike some of the newer, non-physical 
exposures data centres generate, power and energy is an area in which the (re)insurance 
market has a deep track record and the technical expertise to respond across property, 
equipment breakdown, construction, environmental liability and credit and political risk 
insurance (CPRI). That combination of a large, high-value, insurable asset base and a proven 
capability to underwrite it makes BTM power one of the most attractive growth opportunities 
the buildout has created.

3.

2025 2030E

  Grid           BTM           Other

0

1

19

10

290

28� Howden Insuring the data centre supercycle� 29



UPS Generator Cooling

  No  redundancy           N+1           >N+1

4.
Mapping the data centre risk landscape

	 Outage 

Risk profile
Outage, the partial or total loss of a data centre’s compute, storage or networking services,  
is one of the biggest operational risks operators face and one of the most challenging  
to transfer into the insurance market.

The concern is well-founded. Even a brief interruption can trigger consequential first-order 
losses – SLA penalties, lost customer revenue and business interruption – alongside harder-
to-quantify second-order effects, including customer churn, reputational damage and 
legal claims.

The theoretical costs are considerable, given the largest sites generate upwards of $2 billion 
in annual revenue, a risk repeated across operators’ estates. In practice, however, costs are 
contained by engineering. Operators minimise failures by designing out single points of failure, 
detecting faults early and ensuring components can fail without interrupting service. The key 
mitigation measures are redundant power and cooling, multiple network connections and 
disciplined operational procedures.

Howden analysis shows that redundant operational capacity is widespread. Mapping power 
supply, generators and cooling across operating data centres globally, more than 90% of data 
centres have redundant capacity embedded in their systems, the level of which is calibrated  
to balance resilience with cost.

Figure 16: Data centres by redundancy level4 

(Source: Howden analysis of 451 Research by S&P Global)

This helps to explain how data centres are able to guarantee high uptime standards.  
Smaller regional providers guarantee downtime of no more than around nine hours a year.  
At the other end of the spectrum, premium wholesale and hyperscale facilities have  
downtime limited to around five minutes.

When outages do occur, the causes are concentrated and predominantly technical:  
power (primarily UPS failure) at 45%, cooling at 14%, network at 11% and IT systems at  
9% together account for close to four-fifths of impactful events.5 Only a small proportion  
of these involve insured physical damage.

Howden advisory 

Howden helps operators to make technology choices, reduce 
downtime and manage contractual risk, e.g. by stress-testing 
whether contractual commitments are realistically achievable  
based on technological limitations and operational requirements. 

4 �N+1 represents the lowest level of redundancy above no redundancy and means having  
one additional component (e.g. UPS unit, generator or cooling unit) beyond that required.

5 The Uptime Institute, Global Data Center Survey 2025
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Mapping the data centre risk landscape

Market challenges and solutions
Outage is where the gap between economic loss and insurability is widest. This is explained 
by three factors: most outages involve no insured physical damage so fall outside the trigger 
of a conventional property or business interruption policy; business interruption exposure, 
where cover does respond, is considerable; and outage losses are difficult to model, centred 
as they are on hard-to-obtain information (operators’ contracts with customers, workloads and 
customer mix) rather than physical assets.

The market is nevertheless responding with new products designed to narrow this gap.  
SLA-breach parametric cover pays a pre-agreed sum when operators breach a defined service 
level, such as an uptime guarantee, without the need to prove physical loss. It’s most relevant to 
retail colocation and wholesale providers, which account for ~75% of global data centres (see 
Figure 17) and carry uptime commitments to large numbers of third-party customers.  
The share running at or near full capacity offers a reasonable proxy for peak SLA-breach 
exposure, and therefore demand. Such cover is less relevant to hyperscalers, which have  
the balance sheets to retain the risk and mitigate it through diversified capacity and design,  
and crypto miners, which are less exposed to external customers despite often running  
at or near full capacity.

Figure 17: Number of data centres by type and capacity band 

(Source: Howden analysis of 451 Research by S&P Global)

Where physical damage is the trigger, the challenge is the size of the business interruption 
exposure, which insurers typically manage through limits and waiting periods. This is also 
where the opportunity lies. As hyperscale facilities grow larger and more economically critical, 
physical-damage-triggered outages will remain relatively infrequent but more severe when they 
strike, opening opportunities for insurers with the technical expertise to underwrite electrical 
infrastructure, operational resilience and business interruption.

Outage is where the gap 
between economic loss 
and insurability is widest.
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Mapping the data centre risk landscape

	 Cyber and geopolitical conflict  

Risk profile
Cyber – the risk that an attack or system compromise causes financial loss,  
disruption, physical damage or liability – is characterised by high severity and low  
frequency. It can produce some of the largest losses across data centre exposures,  
although the most severe scenarios, particularly systemic ransomware attacks,  
have yet to materialise.

Potential severity is high for several reasons. Foremost is the systemic nature of the risk,  
in that a single compromise can affect up to hundreds of thousands of tenant organisations 
whose systems or workloads are hosted at one site. Figure 18 shows that retail data centres 
carry by far the biggest exposure in terms of housing multiple tenants (a proxy for the size  
of the attack surface) and interconnected tenants (a proxy for a data centre’s vulnerability  
to lateral movement).

Figure 18: Number of data centres by type by tenant type 

(Source: Howden analysis of 451 Research by S&P Global)

5.

Many facilities also host highly sensitive or valuable data, across sectors ranging from 
financial services to healthcare, while some provide the digital foundation for critical national 
infrastructure. Operators, colocation providers in particular, are further exposed to severe 
financial penalties, such as SLA credits, for cyber-induced downtime.

Howden advisory

At a high-level, Howden’s approach to cyber risk is similar  
to that needed to manage data centre risk. Implementing  
strong risk controls, governance and event response lowers  
the frequency and severity of losses, while residual risk  
is transferred to insurance markets at a lower cost overall.  
Previous Howden cyber research estimated that this  
pro-active approach generates a ~19% return on investment. 

The frequency of data centre cyber incidents has nevertheless been low to date.  
Operators mitigate cyber risk through strong controls, with the largest hyperscalers  
supported by vast security budgets. As a result, recorded incidents of successful attacks  
or cyber-related outages have been correspondingly small. Rising geopolitical tensions  
have the potential to change this, however, with state-sponsored cyber attacks materially 
harder to defend against and prosecute than criminal ransomware.
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Mapping the data centre risk landscape

The same geopolitical instability also creates physical risks, as armed conflict increasingly 
encroaches on areas hosting data centres. Figure 19 charts the growing volume of building 
space within 10-15km of an active conflict. Data centre space near global conflict zones  
in 2025 alone equalled ~60% of that over the preceding five years (2020-24).

Risks escalated further in 2026, when war in the Middle East led to the first known deliberate 
wartime targeting of commercial data centres, as up to five separate data centres in the UAE 
and Bahrain were claimed to have been struck by Iranian drones.

Figure 19: Data centres within 10-15km of active global conflict zones6 

(Source: Howden analysis of UCDP data and 451 Research by S&P Global)

Market challenges and solutions
The defining challenge for these risks is aggregation, an inherent feature of shared data  
centre infrastructure regardless of the trigger. A single event can disrupt hundreds of 
customers at once. The 2026 Iranian drone attacks demonstrated this risk, when multiple 
availability zones failed simultaneously, defeating standard redundancy. This is why exposure 
must be carefully modelled and contained through aggregation limits and reinsurance. A 
parallel challenge is non-physical loss: ransomware and software failures can cause major 
outages with no physical damage, making dedicated cyber cover essential for business 
interruption and incident response.

Two further gaps also present opportunities for the market. The financial consequences  
of attacks – SLA penalties, customer liability and reputational harm – are difficult to value,  
which is where engineering-led underwriting and parametric outage cover come into play.  
The prospect of conflict-linked, state-sponsored attacks capable of damaging power,  
cooling or control systems also exposes gaps between cyber, property and war cover.  
Closing them will require clear, coordinated policy wording across all three areas and rigorous 
cyber-physical risk assessment. Carriers that can price this convergence of digital and physical 
risk will capture one of the buildout’s most demanding and differentiated opportunities.

6 �Based on operational data centres in the same latitude and longitude to one decimal place  
as an armed conflict event where at least one party is the government of a state.

The defining challenge for cyber  
and global conflict risks is 
aggregation, an inherent feature of 
shared data centre infrastructure.
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6.
Mapping the data centre risk landscape

	 Liability 

Risk profile
Data centre operators face a growing risk of legal liability arising from their sites.  
Legal claims may be brought by customers, contractors, neighbouring communities, 
regulators or other third parties, alleging financial loss, property damage, operational failures, 
cyber incidents or environmental harm. As facilities become larger, more power-intensive and 
increasingly concentrated around AI workloads, the scope of potential liabilities is broadening.

Although relatively few public lawsuits are known to have resulted in insured liability claims, 
litigation activity has increased sharply in recent years, suggesting that operators face  
a widening range of liability exposures. Figure 20 shows a marked increase in major lawsuits 
and arbitrations involving data centres since 2021, when AI-driven investment in digital 
infrastructure accelerated. 

Figure 20: Major lawsuits and arbitrations against data centres worldwide by filing year 

(Source: Howden analysis of public data including industry reporting, court records 
and NGO case trackers)

Planning, zoning and environmental disputes are the principal drivers of recent litigation, 
particularly around hyperscale and AI campuses. Noise and nuisance complaints – including 
allegations relating to diesel generator emissions, water consumption and visual impact – have 
also become increasingly common. Together, these issues account for 78% of the increase  
in cases during the latest three-year period.

Figure 21: Major lawsuits and arbitrations against data centres worldwide by filing period 

(Source: Howden analysis of public data including industry reporting, court records  
and NGO case trackers)

Environmental exposures are critical because data centre development often involves 
acquiring or redeveloping sites with long industrial histories, where pre-existing soil, 
groundwater, fill material or buried infrastructure issues may still be present. A current owner 
can be exposed to clean-up operations, regulatory reopeners, third-party claims and legal 
defence costs even if they did'nt cause the pollution or know it existed when they purchased 
the property. 

At the same time, data centre construction and operations can create new environmental 
conditions tied to excavation, dewatering, fuel storage, generators, cooling systems, 
wastewater, chemical use, noise, heat and air emissions. 

Operators reduce liability risk through resilient facility design, engineering redundancy, 
rigorous operational procedures, preventive maintenance, cyber security controls and 
environmental management. Financial exposure is further managed through contractual 
liability caps, exclusions for consequential losses, service level agreements (SLAs) based 
primarily on service credits, and careful allocation of risk between operators, customers 
and contractors.

* �Includes a broad range of defendant types including data centre operators, developers, local government,  
bitcoin miners, environmental regulators and technology companies.

  2021-23           2024-H1 2026
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Mapping the data centre risk landscape

Market challenges and solutions 
The principal challenge for insurers is that liability exposures are broadening, while credible 
claims data remain limited. AI campuses are larger, more energy intensive and more visible 
to local communities than traditional enterprise data centres, creating emerging liability  
risks – particularly around environmental impacts, nuisance, technology failures and service  
interruption – that have limited historical loss experience.

In response, insurers and brokers are moving towards integrated life cycle programmes 
spanning development, construction and operations. These increasingly combine general 
liability, technology E&O, cyber liability, environmental liability and risk engineering, reducing 
coverage gaps as projects transition into operation.

Tech E&O insurance is becoming an increasingly important complement to general liability, 
covering operators’ legal liability for customers’ financial losses arising from negligent delivery  
of technology and managed services, including operational failures that don’t involve bodily 
injury or physical damage. Underwriting is becoming more engineering-led, with greater 
emphasis on power resilience, cooling systems, fire protection and cyber security.

Specialist environmental liability products covering pollution, diesel fuel releases and nuisance 
claims are also emerging rapidly. Pollution coverage is an important consideration because  
it helps to bridge that gap between legacy liabilities from prior site use and emerging exposures 
created by the development and operation of new facilities.

Given the scale of exposures, larger operators are increasingly turning to captive insurers  
to retain primary layer exposures and transfer excess and catastrophic losses to the commercial 
reinsurance market.

The principal challenge for 
insurers is that liability exposures 
are broadening, while credible 
claims data remain limited. 
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Conclusion

The data centre risk 
landscape is defined by six 
interconnected segments.

As investment accelerates, insurance is becoming much more 
than a mechanism for transferring risk; it’s increasingly facilitating 
capital deployment and lowering the frequency and severity of 
losses through risk advisory as well as to transferring residual risk 
to carriers. This, in turn, is supporting the long-term development 
of the sector through lower financing costs, greater investment, 
increased resilience and higher returns. 
This report has shown that the data centre risk landscape is defined by six interconnected 
segments: construction, natural catastrophe, power supply, outage, cyber and geopolitical 
conflict, and liability. Together, they capture the principal insurable risks facing the sector, 
although their relative importance varies according to a facility’s location, design, power strategy, 
customer profile and stage of development. In premium terms, data centres aligned with the 
six segments represent an opportunity of $5 billion or 60% of annual US operational premiums 
by 2030 and more internationally (Figure 22).

Figure 22: US annual operational data centre premium projections $ billion  
(Source: Howden)
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Conclusion

Data centres require new approaches
to risk management, underwriting, 
capacity sourcing and product design.

The research also highlights that the greatest challenges for insurers arise where exposures 
are becoming larger, more interconnected and less reliant on traditional physical damage 
triggers. Concentration of values, accumulation risk, evolving cyber-physical threats  
and the growing importance of non-damage business interruption require new approaches  
to risk management, underwriting, capacity sourcing and product design, which will be  
the focus of future research.

These same trends also represent one of the largest commercial opportunities for  
the (re)insurance  industry. While construction and property risks dominate today’s market, 
future growth will increasingly come from operational risks, particularly BTM power, outage 
solutions, cyber, liability and integrated life cycle programmes that combine multiple lines  
of business. 

At Howden, we’re pioneering the next generation of data centre risk advisory capabilities  
and insurance solutions. Come and talk to us. 
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